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How to connect to the dorm
Internet (Router + Switch)

Requirements:

router

switch

3 RJ45 ethernet cables (you can use 2 if you have WI-Fl accessible on your device)

a computer with administrator access and a RJ45 ethernet port. (preferably a laptop with
WI-FI)

You can use either a computer with a RJ45 Ethernet port, either an USB Ethernet Adaptor

such as this one here.

Initial Connection Diagram

Please proceed only when you have finished the initial wiring as shown above!

Connection Setup

The dorm network uses 802.1X authentication. For this to work, you must enable the
Wired AutoConfig service:

Press win + R, type services.msc , press Enter.
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

=]

Open: | services.ms| v

Cancel

Browse...

e Scroll down and find Wired AutoConfig.
e Right-click -» Properties.
e Set Startup type = Automatic.
e Click Start, then OK.

r
File Action View Help
e |EE = HE >»® 0D
Z. Services (Local) —_{ Services (Local)

Wired AutoConfig MName Description Status Startup Type Log On As
Q;Update Orchestrator Service  Manages W... Running  Automatic (D... Local Syste...
Start the service \E"I)_;UPHP Device Host Allows UPn... Manual Local Service
J,':)_;User Data Access_c0955 Provides ap... Manual Local Syste...
Description: J,':)_;User Data Storage_c0953 Handles sto... Manual Local Syste...
The Wired AutoConfig (DOT35VC) {6} User Experience Virtualizatio... Provides su... Disabled Local Syste...
ISEEEEI;E;'I;;ﬂi;:ﬁt:ﬁ;szﬂmmmg ».',":)_;User Manager User Manag... Running  Automatic (T.. Local Syste..
Ethernet interfaces. If your current \E"I)_;User Profile Service This service... Running  Automatic Local Syste...
wired network deployment enforces  (Chvgc Manual Local Syste...
302'_1)( authentication,.the DOT35VC \E"')_;‘u'irtual Disk Provides m... Manual Local Syste...
:?::tea;Ti;:l::gbfa;:gg:g:::;it;tr; ﬁ‘:)_;‘u‘olume Shadow Copy Manages an... Manual Local Syste...
and/or providing access to network 5 WaaSMedicSve <Failed to R... Manual Local Syste...
resources. Wired networks that do \E"')_;WalletSen.rice Hosts objec... Manual Local Syste...
:sg;r;ii;;ebgff;:(;gfrg;;%csa:::r:qc:.re J,'{)_gWEIIpaper Ensine Service Running Automatic. Local S)rst.e...
ELWarp JIT Service Enables JIT ... Manual (Trig... Local Service
J,':)_;Web Account Manager This service ... Running  Manual Local Syste...
\E"')_;Webclient Enables Win... Manual (Trig... Local Service
\E"')_;Wi-Fi Direct Services Conne.. Manages co... Manual (Trig... Local Service
C")_;WindowsAudio Manages au.. Running  Automatic Local Service
\E"I)_;WindowsAudio Endpoint B... Manages au.. Running  Automatic Local Syste...
C:)_;Windows Backup Provides Wi... Manual Local Syste...
\E"')_;Windows Biometric Service  The Windo... Manual (Trig...  Local Syste..,
\E"')_;Windows Camera Frame 5e... Enables mul... Manual (Trig... Local Service
\E"')_;Windows Camera Frame 5e.. Monitors th... Manual (Trig...  Local Syste..,
\E"')_;Windows Connect Mow - C... WCMNCSVC ... Manual Local Service
».',':)_;Windows Connection Mana... Makes auto... Running  Automatic (T.. Local Service
\E"')_;Windows Defender Firewall ~ Windows D...  Running  Automatic Local Service
\E"');Windows Encryption Provid... Windows E... Manual (Trig... Local Service

\E"')_;Windows Event Collector This service ... Manual Metwork 5.
\E"')_;Windows Event Log This service... Running  Automatic Local Service
I \E":)_;Windows Font Cache Service  Optimizes p..  Running  Automatic Local Service
‘£1Windows Health and Optim... Monitors th... Running  Automatic (D.. Local Syste...
».‘,';?;WindowsImageAcquisitio... Provides im... Running  Manual (Trig... Local Service
ﬁ")__ indows Insider Service Provides inf... Manual (Trig...  Local Syste..,
J,"')_;Windowslnstaller Adds, medi... Manual Local Syste...
\E"')_;Windows License Manager ... Providesinf.. Running Manual (Trig... Local Service

€ Windowe Mananement Inct Prowides a r Runninn Autnratic | nral Suste

\Extended /(Standard/

Without this, your PC will not be able to authenticate with the dorm network.

Press Wwin + R, type ncpa.cpl, press Enter.



https://docs.ciurix.ro/uploads/images/gallery/2025-09/YNSimage.png
https://docs.ciurix.ro/uploads/images/gallery/2025-09/mmc-iwjhpupurl.gif

& Run -,

=i Type the name of a program, folder, document or Internet
= resource, and Windows will open it for you,

Opern: [ ncpa.cpl VI

QK Cancel Browse...

In the list of adapters, right-click your Ethernet adapter —» Properties.

_m_" Network Connections

) !E_" > Control Panel > Network and Internet » Metwork Connections

QOrganise ~ Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection 22~ [0 o
- Ethernet - WiFi 2
‘.,-; Enabled -!L'F slackingEnjoyers
57 Realtek USE GbE Family Controller ﬁ Intel(R) Wi-Fi & AX200 160MHz

Zitems | 1 ite
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Create Shortcut

Renarme
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¥y Properties
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Tick Enable IEEE 802.1X authentication.

Choose network authentication method: Microsoft: Protected EAP (PEAP) .

[E] Ethemet Properties *

Metwarking Sharing

Select this option to provide authenticated netwark access for
this Ethemet adapter.

able |IEEE 802 .1 authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) v

B Femember my credentials for this connection each
time |'m logged on

B Fallback to unauthorised network access

Additional Settings...

0K Cancel

Click Settings —» make sure Validate server certificate is not checked.

For Authentication Method, select Secured password (EAP-MSCHAP v2).
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Protected EAP Properties

When connecting:

D'u'eriﬁd the server's identity by validating the certificate

Connect to these servers (examples:sry 1;srv2; . *, srv3Y, com):

Trusted Root Certification Authorities:
(] ~2n Certificate Services
[ Baltimore CyberTrust Root

[ certSIGN ROOT CA

[ certum Trusted Metwork CA

[ Certum Trusted Metwork CA 2

[ class 3 Public Primary Certification Authority
[_] comMoDO RSA Certification Authority

Motifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

Secured password (EAP-MSCHAP v2) ~ Configure...

B Enable Fast Reconnect
|| Disconnect if server does not present cryptobinding TLV
[_| Enable Identity Privacy

QK Cancel

Click OK to close the current window.
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B Ethemet Properties

L

Metworking Authentication  Sharing

Select this option to provide authenticated netwark access for
this Ethemet adapter.

B Enable IEEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) w

B Bemember my credentials for this connection each
time I'm logged on

B Fall-back to unauthorised network access

Additional Settings...

QK Cancel

At Specify authentication mode, select User authentication.

Click Save credentials
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Advanced settings

802, 1X settings

B spedify suthentication mode
IUser authentication d Save credentials
________________________________]

Delete credentials for all users

[ | Enable single sign-on for this network

Perform immediately before user log-on
Perform immediately after user log-on
Maximum delay (seconds): 10 EI

Allow additional dialogues to be displayed during single
sign-on

This network uses separate virtual LANS for machine
and user authentication

Enter your username and password provided to you in my.upb.ro such as the following
email:

ion.popescu@stud.fils.upb.ro
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Windows Security

Save credentials

Saving your credentials allows your computer to connect to the

network when you're not logged on (for example, to download
updates).

User name

username@stud. <faculty-name>.upb.ro

Password

Press OK — then OK again to close all windows.

You should now see the Ethernet adapter trying to authenticate with the dorm network.

‘: i Ethernet

Atternpting to authenticate

@7 Tealer Uon GhEraminy Controller

In order to start the router setup, you need to gather all the information provided by the
dorm network. Example:
DO NOT USE THESE! - Use the ones you have in your case.
IP Address: 10.210.0.86
Subnet Mask: 255.255.240.0
Default Gateway: 10.210.0.1
Physical Address: 00-E0-4C-68-13-AF (also referred as MAC Address)

Press win + R, type cmd.exe, press Enter.

Type ipconfig , press Enter.

Look for the following information stated in the Ethernet adapter:
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8.

C\Windows\system32\cmd.ec X +

Windows IP Configuration

Host Name . . .
Primary Dns Suffix
Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description

Physical Address.

DHCP Enabled. 50 o ¢
Autoconfiguration Enabled .
Liclolocod TOne Addoscc
IPvl Address.

Subnet Mask

Lease Obtained.

Lease Expires .

Default Gateway .

DHCPve IAID . .

DHCPvé Client DUID.

DNS Servers

NetBIOS over Tcpip.

: DESKTOP-BQUSRD6

: Hybrid
: No

: No

: Lan

: plO.regie.upb.ro

: Realtek USB GbE Family Controller

: B0-Ee-UC-68-13-AF

: Yes

: Yes

b0 8058260001 dr6aLL:270e (Preferred)

10.210.0.86(Preferred)

: 255.255.240.0

: Monday, December 9, 2024 8:21:02 PM

: Tuesday, December 17, 2024 8:21:43 PM

: 10.210.8.1

: uUp271ese84

: 90-01-00-01-2E-86-28-TE-1C-CE-51-AB-11-38
: 141.85.128.1

141.85.216. 244

: Enabled

In order to access your router setup page, you will either need to connect to WI-FI or connect your
computer to one of the LAN ports of the router.

This step is OPTIONAL if you have a WI-Fl connection!

Whatever you do, DO NOT UNPLUG the RJ45 cables from the switch!
This will break the authentication and you will have to repeat the whole procedure.

UNPLUGGED
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Now that you are successfully connected to the router, we can look for the router IPaddress.
(the Default Gateway, in my case, 192.168.1.1)

While in the same window of Command Prompt or cmd.exe , now being connected to the router you
should see a different output of ipconfig .

Depending on your connection type, either by cable or by using WI-FI, your place will differ.
The IP you are looking for should start with 192.168.x.x or 10.x.x.x! Remember to look for
Default Gateway not IPv4 Address.

Ethernet adapter Ethernet:

Connection—-specific DNS Suffix . : lan

IV Address T A geEt 3fe0 : d90F : 1 bUB

IPv6 Address. . . . . . . . . . . : fd9e:3feb:d90f:0:2ae9:f1le:902e:9b76
Temporary IPv6 Address. . . . . . : fd9e:3fef:d98+:0:519c:5b7a:1cBd:12d6
Temporary IPv6 Address. . . . . . : fd9e:3fef:d90f:0:b98c:b58c:82f1:55F5
Link-local IPv6 Address . . . . . : feB@::alell:82d1:c8d:aldb%1@

IPvl Address. . . . . . . . . . . : 192.168.1.148

Subnet Masl - IR _JFF 9RF [

Default Gateway . . . . . . . . . : 192.168.1.1

C:\Users\Ciuri>|

Open up a browser of your choosing and navigate to the router setup page, in the following
example is 192.168.1.1, but you should use the one you have saved earlier from Default
Gateway.

@© Google X  +
< C 0 @ 19216811

® 19216811

Gmail Images

Q  192.168.1.1 - Google Search

In my example, | am using an older router but my recommendation would be an TP-Link
Archer AX23 v1 or v1.20 for better upgradability (also labelled as AX1800).

You will be prompted to login with a username and a password (or for newer models, only a
password).
Please look for that information on the bottom of your router.
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o to-iink

Quick Setup Advanced

@ internet

M wireless &

Intemet Archer C6

@a Parental Controls

MR Guest Network

& Tp-Link Cloud Q N Bc

Internet

Internet Status: Connected

Connection Type: Dynamic 1P

1P Address: 192.168.66.117

101 rel 12345 Hardware Version: Archer C6 2.0

Once on this page, navigate to the Advanced section of your router and in the Internet settings
tab and fill out the previously gathered information from ipconfig as shown in the picture.

1 tp-llnk Quick Setup Basic
IPv4

| Internet Connection Type: Static 1P v

- LAN Subnet Mask: 255.255.240.0

- IPTV/VLAN Default Gateway 10.210.0.1

~ DHCP Server Primary DNS: 1111

- Dynamic DNS Secondary DNS: 1.0.0.1 (©ptional)

- Advanced Routing bytes. (The default is 1500, do not change unless

MTU Size 1500 nécessary.)

&3 Operation Mode

§\ Wireless

MAC Clone

MR Guest Network ) Use Default MAC Address

o (' Use Current Computer MAC Address
4 Parental Controls

@ uUse Custom MAC Address 00-E0-4C-68-13-AF

= QoS

Q@ security

€) NAT Forwarding

B e

01 rel. 12345 Hardware Version: Archer C6 2.0

Once you have pressed Save, if you are on WI-FI, you can now safely unplug the cable from
your laptop and plug it in the WAN port of the router or if you have unplugged it earlier, you
can now plug it in the WAN port.
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RJ45 Ethemet Gable (OPTIONAL IF ON WIFT) RJ45 Ethemet Cable

Authentication on the router can take up to 1 minute so be patient!

Congratulations! You have successfully configured your router and now have
internet connection! If you still have no connection | would advise you to read the
this-guide (Work in Progress) or contact me. mirceaciuraru@gmail.com /
0750269469

-

Internet Archer C6
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